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A conference of ASA and Bevy representatives on the subjfe 
of CCM modification was held in Boom 117 Hq., Arlington Hail 
Station at 1330 on Monday l December 1947. The following were 
present: - ° 




ASA ^ 

. • • } • ' • • 

Mr. William F. Friedman. Chairman AS-14 
Mr. Mark Rhoads ! ■ AS-14 

Lt. Col. Charles E. Eiser AS-23 

Major J. G. Hosk AS-23 

Dr. S. Kullbaclc AS-70 

Mr. Leo Posen AS-70 

Dr. A. Sinlcov AS-80 

Mr. F. C. Austin AS-83 

Mr. K. Kuhn AS -85 



HAVY 



Capt. L. F. Saffbrd 

Capt. M. fi. Gerin 

Capt. H. 0. Hansen 

Capt. J. s. Harper 

Capt. L. V. Parhe 

Capt. A. M. Patterson 

Condr. P. V. Seiler 

Lt. Condr. J. C. Hargreaves 

Mr. H. Campaign e 

Mr . R . H . Sha v 

Mr. L. D. White lock 



. 0P-2G-D 
OP-2G-Y 
OP -20 -K 
OP-20-li 
State Dent. 
• 0P-2G-R 
HCSL 
0P-2C-Y 
OP -20 “13 
QP-20-K 
BuShips 



lir. Friedman opened the meeting in the absence of Colonel 
Rapes who was out cf town. and presented the ASA 1 e viewpoint regard- 
.:ig the modification of the COM {zee Incl. l) . A general discus- 
sion followed regarding the difficulties involved in the COM modi* 
rication program as opposed to the difficulties of rewiring and 
is tri outing rotors more frequently. 




Capt. Safford stated that in his opinion it would be advisable 
00 postpone a final decision in regard to this whole matter for , 
about one month inasmuch as some changes are to be expected in both' 
ivy and Array high commands. For that reason he felt that no 








tmenta could be made at the moment. la the meantime the 
.Anayas proposals would be studied by Admiral Stone . 

■’■M ' " j . 

This suggestion by Capt . Safford met with the approval of 
nil present. 

lust before thd close of the meeting. Captain. Safford stated 
that Commander Seller Was working on a new CCK basket with improved 
contact -assembly that would give more positive functioning of the 
stepping -control contacts and hence more reliable operation of the 
COM. The new contact -assembly would include back-contacts, and 
• if shop tests indicated that the back -contacts were reliable, we 
could go to a more complex motion of the 5-rotor machine. 

- It was agreed then to adjourn the meeting, subject to call 

''ffoa. the 13a vy. 
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ARMY SECURITY AGENCY STATEMENT OI'T CCH 
Conference with Navy on 1 December 19 ; !-7 



1. Background ; 



Almost one year has gone by since our last conference with 

■ the British on cryptographic equipment for use in Combined Communi- 
cations. At that conference the principal subject va3 the possible 

/ -iMprove^ient of the COM to Increase its cryptographic security. The 

■ li&vy proposed at that conference certain modifications involving 

the .use! of rotatable ar.d variable cam contours on the rotors for 
'the CCH, T s. A certain amount of research and development was under - 
;• - '.taken by the Navy, and after about 8 months it developed that the 
proposal was iiipracti cable and could not be worked out so as to be 
' ^satisfactory in application or usage. Thereupon other modifications 
: verb proposed both by the Army and the Navy, these involving changes 
. .in rotor ^Btion 30 as to eliminate the short internal cycle and 
to make eryptjanalytic solution mere difficult in other respects. 
Sfhese proposals were thoroughly studied. The Army proposal was 
• found, objectionable by the Navy on mechanical grounds. Thi3 left 
s,' the Navy proposal as the only one remaining. 

• '■*< 4 

. Jfavy Proposal : 

The Army Security Agency has carefully studied the .Navy pro- 
posal for modifying the CCM and finds the following objections 
If thereto: 



’ a. Although the proposed changes would increase the crypto- 
‘ . '‘graphic security of the machine, this increase would not be of 

•sufficient degree to justify their adoption in view of the practical 
. .difficulties that would be encountered: 

Y. • ' |l) ASA deems it doubtful that the proposed raedif ications 

Could be _!ncorporated in the British Tvpex machines. On this 
f spotlit the Navy has reported Informally that the matter has been 
studied for about a year, purely on paper, and that the idea has 
.. not ' been worked out in a concrete model. The Navy thinks it is 
4 .-possible to ’make the changes in the Typex but admits that they would 
be Major changes, in view of the British position, made quite clear 
l3?-i at the chfiference last January, that they are going to discard the 
it'; is very doubtful if they would be willing to undertake 
if*a pr^o jfect^ involving the expenditure of a great deal 
minimal benefits would accrue to them in 



of money, for 
a machine soon 



be' 
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(2) Even if the foregoing point vere found not to con- 
stitute a difficulty and the modifications vere incorporated in 
the British machines as veil as in the TJ.S. machines, or even if 
the U.S. services undertook to furnish the British enough machines 
for Combined purposes, it would take considerable time to test 
the modified machines in practical operation, to insure that there 
vere no cryptographic, mechanical, or electrical defects arising 
from the changes. As the CCM machines nov stand, ve know that 
mechanically and electrically they are satisfactory and stand up 
well in operation; cryptographically we know where ve stand, as a 
result of several years* study of the present arrangements. But 
we have not had any lengthy period to. study the new proposals for 
motion and reversed stepping; it is impossible to forecast what 
unforeseen cryptographic weaknesses might be uncovered by further 
intensive study. 

1 ■ 

(2) In executing the Army's SIGROD program, it has been 
necessary to use the SIGAMUG. These components were the ones 
originally used to convert the SIGABA*s into CCM's. The SIGROD 
machines resulting from the conversion can still be used as CCM’s, 
when CCM rotors are provided, so that the Army has not lost any- 
thing. in regard to facilities for Combined Communications by virtue 
of its SIGROD program. But to incorporate the proposed Havy (or 
even the proposed Army) CCM changes into the SIGROD* s would mean 
recalling all the SIGROD *s which have already been issued and are 
now In service, thus putting the Army back to practically where It 
was over a year ago In the SIGROD program. Moreover, the Army has 
been endeavoring to complete the latter program so that it could 
commence on the very urgent' program of rehabilitating all crypto- 
equipments being held In war reserve, a program which has already 
been delayed unduly. 

b. The ASA believes that while at this moment the Incorporation 
of either the Davy’s or the Army’s proposed changes In the CCM 
appear to offer the possibility of currently improving the CCM 
cryptographically, this improvement does not even nov appear to be 
quite sufficient to eliminate all questions as to what the security 
of the so-improved CCM might be say five years from now. Ve know 
now that a theoretical solution of CCM messages would still be 
possible and ve also agree that granting that there vere a suffi- 
cient desire to make what is theoretically possible a practical 
reality, by use of many people and analytic machines, daily solu- 
tion of CCM keys could be achieved. Thus, nothing substantial or 
of long-term benefit would be gained by modification of the CCM 
along the linos of the Davy's or the Army’s proposals, vhich 
Involve mere changes in rotor motion, with or without reversed 
stepping. 
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c. In connection with the last-mentioned Item, reversed 
stepping, the Army would like to point out one thing and to query 
the Favy thereon. In embarking on its program to produce CSP-2900 
machines, one of the motivating reasons therefor was to have one 
machine representing an improvement on the ECM, concerning which 
not even, the British would have an. Idea as to its cryptographic 
nature. One of the principal features of Co P -2900 was the intro- 
duction of reversed stepping. The Kavj proposal for CCM modifica- 
tion includes this very feature of^-revtsed stepping. Is- this not 
inconsistent with the basic reason for producing CSP-290G? Of 
vhat anticipated value would the CSP-5900 be if the same principal 
change were embodied in the CCM? 



d. The ASA has recent ly considered various modifications of 
more radical nature than those proposed either by the Army or the 
Wavy thus far, and finds that some of those more radical modifica- 
tions appear to be feasible, on paper at least. But the practical 
embodiment cf these modifications in an operative manner in the 
machines would involve a certain amount of research and development, 
and ASA cannct even suggest undertaking such research and develop- 
ment for the following reasons: •. 

(l) The formal and broad directive of the Research and 
Development Division of the General Staff, Department of the Army, 
<ln respect to research and development is that no funds or effort 
be expended in trying to Improve existing equipment by mere aodif i - 
cations therein. - . . 



(2) The commitments of the ASA and specifically of the 
Research Laboratories Division for research and development of 
equipment for the Army and for the Air Force are such that no fur- 
ther projects can bo undertaken without jeopardizing the projects 
which have already been authorized and which have thus far been 
seriously delayed by causes not under ASA. control. Very close 
scheduling has been necessary to keep thes,e projects going in satis- 
factory manner and the position in thi3 respect is rather precarious 
there being little leeway for disruptions which might restilt from 
Introducing any new projects, no matter how minor they may appear. . , 



(j>) The rehabilitation program assigned to the Security 
Division of ASA is at present far behind schedule. In fact, it is 
so far behind that an emergency at any early date would find the 
Army and the Air Force vlth an insufficient number of usable cipher 
machines to permit the U 3 e of any single one of the various types 
of equipments for general communication. The Security Division 
will shortly begin an intensive program of rehabilitation to remedy 
this situation and any delays Introduced by modifications or changes, 
in any of our machine would only cause further postponement of the 
whole program. It Is for this reason that the Security Division 
cannot undertake any project of modifying Army CCM machines. 
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3, ASA Reccminenda tionsr ' 

> •' | ... 

a„ In. view of the fact that the Army f ijids fhb Envy ‘propose! 
for CCH modification Inpraaticc,! end tlj£t -the Ari^y ib convinced 
that any proposals which would Involve’ material physical changes 
in the SC. ft which canntt be made in the field are Impractical and 
inadvisable, the Army bell eyes that as ah interim measure addi- 



tional. security in Combined Communications can sore readily, . more 



«r A 



economically, and more- practicably be achieved by more frequent 
•changes lh rotors, The ASA therefore proposes this as an interim! 
solution to the problem. In connection with this, hey lists shoul 
not be put out in advance for as long a. period cts is now the' case, 
and we might even consider ( the possibility of a twice daily lastca 
of a single daily change in settings. Also, It is' possible the 
Mavy might push to completion its program of developing the auto- 
matic rotor wiring aa’chjne'..: . This would facilitate rewiring rotors 
and might simplify the problem 'of more frequent change 0 f rotors 
for both Bevy and Army. j . . , 



h. 

future making 



i. 



The Army feels that should an emergency arise In the near 
Baking .voluminous Combined Communications a necessity / and '. 
should .-there at that title be' any doubts about the security of 
those communications with the use .of the CC¥f, the SIGABA -ECB could 
be issued to the British, pfovij de.d no other suitable machine 
.wore available for the. purpose v at that time. 

c. ' 'Finally, the Army f eels, that" the Army and TTavy should.; 1 
jointly. Inform the British of tjbe f oregolhg; au& seek their opinion 
thereon. . 







